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Vulnerability

Management Service

Discover, assess and prioritize vulnerabilities in real-time across your entire network through
a combination of external and internal scans, plus on-demand information when needed.

SERVICE COMPONENTS

. . e SmartStart onboarding, including
Actionable Risk Exposure Data

professional setup of vulnerability

scanning infrastructure
KNOW WHAT’S CONNECTED
Detect and Classify All Networked Assets

¢ |nternal vulnerability scanning
(IVS) with authentication

Regular internal and external network discovery scans map all assets e External vulnerability
on a network, providing a clear view into your entire security footprint. scanning (EVS)

@ KNOW WHAT’S VULN ERABLE e On-demand scanning for all

. vulnerabilities or targeted to a specific
Identify Vulnerable Assets o
known vulnerability

Automated monthly or weekly scans provide valuable information on all

network assets as well as key perimeter security information. Information
is correlated with data from your other services and technology, giving
you a fuller picture of where to focus your resources. Plus, you can access
real-time, high-level reporting in Nuspire’s software-enabled operations
platform, myNuspire.

KNOW WHAT MATTERS
Prioritize by Highest Risk and Easy Fixes

Vulnerability scoring in every report simplifies remediation, highlighting
and prioritizing the risks you should focus on first.

SERVICE OVERVIEW | Vulnerability Management Service

Risk-rated reports customized and
automated plus real-time, high-level

reporting view in myNuspire portal

Client support for reporting



Vulnerability Management | Service Benefits

PROTECTION VISIBILITY EXPERTISE

¢ Evaluate risk for all network e See what bad actors see ¢ Deploy service that’s

assets with both internal and customized to your environment

® Access risk-rated reporting to
external scans

identify and prioritize high-risk ¢ Receive prioritized remediation
¢ |dentify network and perimeter areas and low hanging fruit recommendations tailored
vulnerabilities to your business model
* Receive regular automated scans
e Address compliance requirements and provide information that can e Scale service to any
for various frameworks be shared to all levels of the size environment

organization
® Assess risks introduced by

new assets * Request on-demand scans

* [nvestigate risks by vulnerability ¢ View real-time, at-a-glance
reporting via myNuspire

Simplicity
¢ Automated monitoring seamlessly tracks assets to provide consistent,
actionable insights
¢ Helps focus and action on high priority risks
¢ Tailored to technical and executive audiences

¢ Helps demonstrate compliance with regulatory mandates or company policy
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Nuspire is a leading managed security services provider (MSSP) that is revolutionizing the cybersecurity nuspire.com
experience by taking an optimistic and people first approach. Our deep bench of cybersecurity experts, LinkedIn @Nuspire
world-class threat intelligence and 24x7 security operations centers (SOCs) detect, respond and remediate . .

° .y P ] (_ ) N P ) Twitter @NuspireNetworks
advanced cyber threats. We offer comprehensive services that combine award-winning threat detection

with superior response capabilities to provide end-to-end protection across the gateway, network and

endpoint ecosystem. Our client base spans thousands of enterprises of all sizes, across multiple

industries, and achieves the greatest risk reduction per cyber-dollar spent. At Nuspire, we are laser
focused on delivering an extraordinary cybersecurity experience that exceeds client expectations.

For more information, visit nuspire.com and follow @Nuspire
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